A CRITICAL
CONCERN:

SECURING HEALTHCARE
BEYOND THE NETWORK
In a Ponemon Institute survey, the average cost of a data breach in healthcare is $6.45M.*

Help keep sensitive healthcare information secure
throughout your organization’s workflow: from printer and
document access to safeguarding pre-printed media.
Securing sensitive information is a primary concern for almost
every type of business and organization today—especially
healthcare. Healthcare organizations have a particular
responsibility and obligation to protect and secure sensitive
information throughout the organization, including both
financial information and protected health information (PHI).

SMART CHANGE STARTS HERE.

With potential risks everywhere, both external and internal,
organizations want tools to help protect their data. The
innovative features and easy-to-use functions of the third
generation imageRUNNER ADVANCE C5500 series can help
reduce the risk of information leaks and enhance overall
security with multilayered security solutions to help safeguard
sensitive data.
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of breaches were malicious attacks*

were caused by human error*

were due to system glitches*

Control Access

Secure Pre-printed Forms

Canon Solutions America offers device authentication options
for organizations of every size, so you can easily enable or
restrict user access to critical features and functionality
through authentication and user credentials that are based on
the user’s role and their need to know.

At the printer, locking paper trays can help to deter the
removal or theft of pre-printed forms, such as pre-printed
prescription forms, paper claim forms, and HIPAA forms.

You control who is authorized to access multifunction devices
and desktop printers to print, copy, scan, or send lab requests,
reports, charts, and other patient documents. Authentication
and access control options include proximity cards or
password-based systems.

Paper cassette locks are available for the following
imageRUNNER ADVANCE C5500, C7500, 6500 and
8500 series:
• imageRUNNER ADVANCE C5535i, C5540i, C5550i, C5560i
(up to 60 ppm, B&W, Color; Letter)

Print Management
Patient records and other sensitive information left on output
trays pose potential security risks. Canon Solutions America
provides driver-based, serverless, and server-based solutions,
such as Secured Print and uniFLOW Secure Print, to help
safeguard printed documents. These solutions make it easy
to configure your Canon multifunction printers to require
user authentication before any document can be printed and
retrieved. Canon multifunction printers can also be configured
to have incoming faxes routed to a password-protected
Advanced Box, network folder, or email to further help
safeguard confidential documents.

Track Print,
Scan and Copy
Costs

Flexible
Authentication

Print Confidential
Documents Securely

Locking paper trays also help eliminate the need to change
the paper or manually feed these forms each time you need
to print, which can help enhance day-to-day productivity.

Send Print
Jobs from
Anywhere

• imageRUNNER ADVANCE C7580i, C7570i, C7565i
(up to 80 ppm, B&W, Color; Letter)
• imageRUNNER ADVANCE 6555i, 6565i, 6575i
(up to 75 ppm, B&W; Letter)
• imageRUNNER ADVANCE 8585i, 8595i, 8505i
(up to 105 ppm, B&W; Letter)

Shown: imageRUNNER ADVANCE C5500i series
Locking paper cassettes are also available for the
imageCLASS MF525dw, MF515dw.
* 2019 Cost of a Data Breach Study by the Ponemon Institute and
IBM Security.
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